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Diploma Thesis - Zürcher Hochschule Winterthur
Swiss Internet Analysis 2002

Short Description of the Project

The Swiss Internet will be analyzed from a technical point of view, focusing on two domains:

1. Type, distribution and usage of the different Internet resources (domains, name server,
web server, mail server, etc.)

2. Network performance (based on a statistical analysis of TCP connection parameters)

The raw data and logs will be collected from the Internet and parsed by tools which have to be
programmed.

Time period: 2 months; September 6 – October 28, 2002

Goals of this Diploma Thesis

• - Representative overview of the Swiss Internet in 2002

• - Statistical data allowing fine tuning of routers, servers and operating systems
  (for example the Linux/FreeBSD kernel IP stack)

• - Results and all tools will be released publicly

Presentation of the Students

Olivier Müller und Daniel Graf are CS (computer science) students of the Swiss University
of Applied Sciences of Winterthur (Zürcher Hochschule in Winterthur, ZHW). They will
work on this study as a final work before graduation.

Olivier MÜLLER

Hueberstrasse 9
8304 Wallisellen

Tel.: 01 883 19 41
Gsm: 079 625 96 25

om@omnis.ch
PGP Key: 0x0E84D2EA

Daniel GRAF

Trottenweg 1
8545 Rickenbach

Tel.: 052 337 30 18
Gsm: 079 688 77 83

grafdani@zhwin.ch
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Responsable Professor

Prof. Hans Weibel, Professor for telecommunication and information technology at the
Swiss university of applied sciences.
Contact: wei@zhwin.ch - Homepage: http://www.zhwin.ch/~wei

Zürcher Hochschule Winterthur - ZHW

ZHW is the largest multidepartmental college of any Swiss university of applied sciences,
boasting a wide range of study programmes, services and R & D activities. It also offers
special opportunities for postgraduate study and professional development in the fields of
architecture, technology, computer science, chemistry, business & management and lan-
guage & communication.

Partner Company

IX Europe Telehouse Facilities AG
Mr. André Oppermann, VR Präsident, oppermann@tix.ch

IX Europe Telehouse provides the workplace and network infrastructure as well as test
servers, hardware and know-how.

Supporting Organizations

• - SWITCH The Swiss Education & Research Network

• - OFCOM Swiss Federal Office of Communications

• - ZHW Zürcher Hochschule Winterthur

Planned Steps

• - Phase 1 Collection of raw data

• - Phase 2 Analysis of the raw data using a parser and database

• - Phase 3 Results analysis

• - Phase 4 Publication of the report
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What we need

Part A: Domain Analysis

Data is already available (Source: SWITCH).

Part B1: Analysis of Web Traffic

For this part we need raw logfiles of popular websites. As far as possible the logs should
be of the type „combined“ (for example with the Apache web server):

127.0.0.1 - - [05/Aug/2002:18:58:58 +0200] „GET /~om/phpMyAdmin/main.php3 HTTP/1.0“ 200 15890
„http://127.0.0.1/~om/phpMyAdmin/“ „Lynx/2.8.4rel.1 libwww-FM/2.14“

These logs should contain the following information:
• - date, time
• - client hostname or IP address
• - answer code (200, 401, etc.)
• - size
• - user agent

Logs of other formats will also be helpful; we will just convert them to the „combined“ for-
mat before the parsing & analysis work.

Part B2: Analysis of Email Traffic

For the mail traffic analysis, we need mail server log files from important Swiss providers.
For privacy reason, the „username“ part of the mail addresses (before the „@“) must be
hidden.

Sample of qmail mail server log file:

@400000003d7c61590defe8c4 info msg 257210: bytes 2825 from <XXXXX@eValueMail.com> qp 24368 uid 505
@400000003d7c61590fc047ac starting delivery 22101: msg 257210 to local XXXXX@praevis.ch
@400000003d7c615a065c0b4c info msg 257210: bytes 5437 from <XXXXX@Topjobs.ch> qp 24394 uid 505
@400000003d7c615a083d851c starting delivery 22102: msg 257210 to local XXXXX@telehouse.ch
@400000003d7c615c2f7d5364 info msg 257210: bytes 6924 from <XXXXX@listserv.heise.de> qp
@400000003d7c615c30e79d7c starting delivery 22103: msg 257210 to local XXXXX@omnis.ch

Useful information:
• - date, time
• - sender and recipient domains
• - size
• - answer code (so far available)
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Part C: TCP Analysis

For the second part of the diploma thesis, we will setup some „scan-servers“ near very
busy webservers. Tcpdump will be used to catch the TCP headers of all packets during a
defined time period (one week). The output will then be saved for further analysis. Only the
TCP headers will be saved: the contents of the TCP packet (data, cookies, etc.) will not be
observed at all.

All the TCP headers (from different providers) will then be merged together in a „pool“ of
data. The analysis will not be started before data has been merged completely.

NDA – Non Disclosure Agreement

A non disclosure agreement (NDA) will be signed with the companies delivering the log
files. This way you will be sure that the data will be kept secure and only be used for this
study. At the end, all log files will be deleted of course.

Internet

Project Scan Server

Web Servers
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Documents / References

Support Letter Switch:
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Support Letter BAKOM:
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Support Letter ZHW:
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Links

Diploma thesis list: http://www-t.zhwin.ch/oapa

Project Homepage: http://www.swiss-internet-analysis.org

IX Europe Telehouse Facilities AG: http://www.tix.ch
SWITCH: http://www.switch.ch
BAKOM: http://www.bakom.ch
Zürcher Hochschule Winterthur: http://www.zhwin.ch
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Timeplan

If you have any questions or if you need more details, please do not hesitate to contact us
by phone or by email. Thanks in advance for your support!

Zürich, September 9, 2002

D. Graf
O. Müller
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Teil A: Domain Analysis
Organize data from Switch
Flowchart for data input/output
Programming scan tools
Database concept
Run scans
Programming parsing tools
Run parsing
Analysis/graphics
closing activities

Teil B: Mail/Web traffic
Organize data from ISP/news servers
Flowchart for data input/output
Database concept
Programming Parsing-tools
Run parsing
Analysis/graphics
closing activities

Teil C: TCP Analysis
Get support from media companies
Flowchart for data input/output
Design and install scan servers
Programming scan tools
Database concept
Setup servers on target network
Run scans (1 week)
Programming parsing tools
Run parsing
Analysis/graphics
closing activities

Documentation
Meetings ZHW/TIX
Presentation preparation


